RESOLUTION NO. 2020-_2662

A RESOLUTION OF THE TOWN COMMISSION OF THE
TOWN OF SURFSIDE, FLORIDA, APPROVING AN
INTERAGENCY AGREEMENT WITH MIAMI-DADE
COUNTY/MIAMI-DADE POLICE DEPARTMENT FOR
ACCESS TO THE FLORIDA CRIME INFORMATION
CENTER (FCIC) AND THE NATIONAL CRIME
INFORMATION CENTER (NCIC) FOR THE
ADMINISTRATION OF CRIMINAL JUSTICE;
PROVIDING FOR IMPLEMENTATION; AND PROVIDING
FOR AN EFFECTIVE DATE.

WHEREAS, the Town of Surfside (the “Town”) as a participating agency wishes to enter
into an Interagency Agreement with Miami-Dade County, through the Miami-Dade County Police
Department, for access to information systems, including the Florida Crime Information Center
(FCIC) and the National Information Crime Center (NCIC) for the administration of law
enforcement and criminal justice; and

WHEREAS, the Town Commission finds that the Interagency Agreement with Miami-
Dade County/Miami-Dade Police Department attached hereto as Exhibit “A” (“Interagency
Agreement”) is in the best interest of the Town and law enforcement and wishes to approve the
Interagency Agreement and authorize the Town Manager to execute such.

NOW, THEREFORE, BE IT RESOLVED BY THE TOWN COMMISSION OF THE
TOWN OF SURFSIDE, FLORIDA, AS FOLLOWS:

Section 1. Recitals. That each of the above-staied recitals are hereby adopted,
confirmed, and incorporated herein.

Section 2. Approval. That the Town Commission hereby approves the Interagency

Agreement.



Section 3. Implementation. That the Town Commission hereby authorizes the Town

Manager to execute the Interagency Agreement and to take any action which is reasonably
necessary to implement the purpose of this Resolution, including any amendments or renewals of
the Interagency Agreement.

Section 4. Effective Date. This Resolution shall become effective immediately upon

adoption.

PASSED AND ADOPTED on this 14" day of January, 2020.

Moved By: _ Vice Mayor Gielchinsky
Second By: _ Commissioner Paul

FINAL VOTE ON ADOPTION

Commissioner Barry Cohen Yes
Commissioner Michael Karukin Yes
Commissioner Tina Paul Yes
Vice Mayor Daniel Gielchinsky Yes
Mayor Daniel Dietch Yes

Daniel Dietch
Mayor

Sandra Novﬁ$\

Town Clerk

APPROVED ‘AS TO FORM AND LEGALITY FOR THE USE
AND BENEFIT OF THE TOWN OF SURFSIDE ONLY:

Llhcgug

Weiss Sérota Helfman £ ole & Bierman, P.L.
Town Attorney




INTERAGENCY AGREEMENT FOR
ACCESS TO FCIC/NCIC VIA

MIAMI-DADE COUNTY / MIAMI-DADE POLICE DEPARTMENT

WHEREAS, the parties to this agreement are Miami-Dade County, through the Miami-
Dade Police Department (“MDPD”), and the participating governing bodies and their respective
agencies (collectively, the “Parties”), and

WHEREAS, the MDPD and the participating agency are law enforcement or criminal
justice agencies, formally recognized by the Federal Bureau of Investigation (“FBI") and the
Florida Department of Law Enforcement (“FDLE"); and

WHEREAS, the MDPD and the participating agency both have the benefit of access to
the Florida Criminal Justice Network (“CJNet”), National Crime Information Center (“NCIC"), the
Florida Crime Information Center (“FCIC"), and the Interstate Identification Index (“lII"), which are
all hereafter collectively referred to as FCIC, via network connectivity to the FDLE; and

WHEREAS, the participating agency wishes to access FCIC/NCIC for the administration
of criminal justice;

NOW THEREFORE, the parties agree as follows:
1. The participating agency shall:

A. Be entitled to use, through agents and employees of the MDPD, the computer system
provided via the MDPD for the purpose of gaining access to information systems including
but not limited to FCIC/NCIC, Law Enforcement Interface System (LEIS), Electronic Arrest
Form (e A-FORM), and the Miami-Dade CJIS System. |

B. Abide by all applicable local, state, and federal laws, rules and regulations, as well as the
FBI CJIS Security Policy and rules and regulations of FCIC, with regard to the use of said
computer systems.

C. Abide by all the terms and conditions of the Criminal Justice User Agreement executed
between the FDLE and the MDPD, dated June 10, 2016, a copy of which is attached to
this Interagency Agreement.

D. Only use the information technology systems for the administration of criminal justice.

2. Cancellation

Either party may terminate this agreement upon thirty (30) days written notice, except that the
MDPD may terminate this agreement immediately and without notice upon finding that the
participating agency has violated the terms of this agreement.

3. Term

This Agreement shall be effective from the date of execution by the final signatory and shall
continue for a period of five years. This Agreement may be formally renewed for one period
consisting of five years.



4. Amendments

This Agreement may be amended as necessary to comply with requirements regarding access
to these information systems, as set forth by the FBI, the FDLE and/or the MDPD. All
amendments must be in writing and executed by all parties.

IN WITNESS HEREOF, the parties hereto have caused this agreement to be executed by the
proper officers and officials.

PARTICIPATING GOVERNING BODY: TOWN OF SURFSIDE

Agency Name

Guillermo Olmedillo, Town Manager é\ ///5/2020

Agency Head \.._./ ‘Date
Sandra Novoa, Town Clerk Ju / / i 9 /}0}0
Witness - Date

PARTICIPATING AGENCY: Surfside Pohce Department

Agency Name

Julio Yero, Chi% . ©/ //_j-’/(Qc)Q,C)

Agency Head J / ” Date

Witness Date



MIAMI-DADE COUNTY MAURICE L. KEMP
DEPUTY MAYOR

0{5\Carlos A. Gimenez, Mayorﬁ% | MIAMI-DADE CTY. FL ///20!20{9

Agency Head . Dhte |
oMY, WO/ l[z0[205

Miami-Dade Police Department

]
Agency Name
Juan J. Perez, Director % // /(9 /6

Agency Head ﬂ (/ Date

Witness Date




Attachment 1A

FOLE Criminal Justice Usar Agreement

CRIMINAL JUSTICE USER AGREEMENT

This Agreement, s entered into between the Florida Deparfment of Law Enforcement
(hereinafter referred to as' FDLE), an agency of the State of Florida with headquarters at
2331 Phillips Road, Tallahassee, Florida and the

Miami-Dade County through the Miamii-Dade Police Department

with headquarters at ,
9105 NW 25 Street, Miami, Florida 33172

with the primary ORI of: FLO‘I‘SODOO , (hereinafter referred to as the User).

Whereas, FDLE is authorized by law to operate and regulate the Fiorida Criminal
Justice Network (herelnafter CJNet) as an intra-agency information and data-shafing
network for use by the. state's criminal justice agencies; ’

Whereas, FDLE is authorized by law fo establish and operate the Florida Crime
information Center (hereinafter FCIC) for the exchange of information relating to crimes,
crimingls and criminal activity;

Whereas, FDLE parficipates in the National Crime Information Center (hereinafter _
NCIC), a service of the United States Department of Justice, the Interstate Identification
Index (hereinafter il), the Federal Bureau of Investigation's (hereinafter FBI) Law
Enforcement Online (hereinafter LEO), the FBI's National Data Exchange (hereinafter
NDEXx) and the International Justice and Public Safety Network (hereinafter Niets), and
serves as Florida's Criminal Justice Information Services (CJIS) Systems Agency (CSA)
for the interstate transmission of Criminal Justice Information (CJl) to and from agencies
. in Florida and agenoies in the continental United States, Alaska, Hawaii, U.S. Virgin

Islands, Canada and Puerto Rico; ‘

Whereas, the FDLE Dire¢tor of Criminal Justice Information Services is recognized by
the EBI as the CJIS Systems Officer {CSO) for the State of Florida, responsible for
administering and ensuring statewide compliance with the FBI CJIS Security Policy
(CSP). v o

Whereas, the User requires access to intrastate and interstate CJI systems provided by
FDLE through the CJNet in order to effectively discharge its public duties;

Whereas, FDLE facilitates local law enforcement and. other criminal justice agencies”
requests to participate in tie information services provided on CJNet, provided the User
agrees to abide by applicable federal and state laws; administrative code, and all
policies, procedures and regulations related to these systems. FDLE retains full control
over the managemient and operation of CJNet and FCIC.
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FDLE Criminal Justice User Agreement

Therefore, 'i'ncqn_s_i,d_éra,tlpn of the mutual benefits to be derived from this Agreement,
the FDLE. and the User-do liereby agree as follows:

This.User Agreement s-designed for-crimin al-justice.agencies. within.Florida that.iave
gither difect ur indirect access fo FCIC/CUNet. If the User does not perform a specific
function; the provisions regarding {hat function wili not apply-to the User.

SECTION | FCIG/NCICICINET FDLE REQUIREMENTS

FDLE s duly auithorized and agrees to grisure access'to the.criminal justice information
services provided on CUNet and adhere to the following:.

1. Seive as the CSA for-the Staté of Florida and provide the Userwith access to CJI
as Is available in the FCIC/NCIC anid Ill systems and, NLETS through CJNet, and
to serve as the means of exchanging CJl between the User-and othér criminal
justice agencies on CJNg&t.

2. Provide the opportunity for CJIS certification/re-certification and CJIS Security
Awareness trdining, -

3. Provide.the User with Informatiori concerning privacy and security requirements
imposed by state-and federal policies, laws, rulés and regulafions. All references
herein to policies, operating procedures, operating instructions, operating manuals.
and technical memoranda with which adherence is required may be found on the
CJNet-GJIS Resource Center-web page..

4. Providé state criminal history record-check services for non-criminal justice:
purposes as provided by law.

5. Actasthe central state repository, previde identification, fecord Keeping, and
exchange of Criminial History Record Information (CHRI) services.

6. Facllitate access, using CJNet, to other information applications or systems:that
the Usermay be autherized to aceess.

SECTION Il FCIC/NCIC/CIJNET USER REQUIREMENTS

By accepting access as set forth above, the User agrees to adhere to the following to
ensure continuation of access: '

4. USE OF THE SYSTEM: Use of the CJNetand any system accessed via the
‘CJNet is restricted to the:administration of criminal justice or ds ctherwise
specifically authorized or required by statute. Informafion obtained from the
FCIC/NCIC: files, or computer interfaces to other state or federal systems, by
means-of access granted through CJNet, an orily be used for authorized
purposes in compliance with FGIC/NCIG and 1li rules, regulations.and operating
procedures, and-state and federal law. It s the responsibility-of the Uskr fo ensure

access fo CUNet is for-authorized purposes only, and {o regulate proper use of the
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FOLE Griminal Justice User-Agresment

network and information atuall times. The User shall establish appropriate written
staridards, which may be incorporated with existing cades of condugt, for
disciplining Violators of this and-any Iiicorporated policy. Accessing information

.and:systems provided via CJNet for-other than; authiorized.purposes.js.deemed
misuse, The User:shall notify the CSO-of any:sustained/confirmed cases of
imisiise by Using the CJS-Systerns Mistise Reporting Formifound on the CJNet
CJIS Rescurce-Center webi page. In casés of sustained/confirmed misuse, the
User shali identify disciplinary actions and the corrective actions taken to prevent
futuré incidents. FDLE resérvés the right to.deny CJl access fo individuals who
have. sustairied cases of misuse.

1.4  Ifthe User provides:an interface between FDLE:and other criminal justice
Agencies, the serviced agency(fes) shall abide by:all of the. provisiohis of this-
agreement. Serviced agencies that access CUNet, FCIG/NCIC andfor
related applications by interfacing through the Usér shall, likewise, abide by
all prévisions of this agreenient. Additionally, the User and the serviced
agency shall enter irito-an interagency agreement when access to
£JINet/FCIC/NCIC is provided by the Userto-a-serviced dgency.

43 MESSAGES: Only law-enforcerent ind other criminal justice messages
shalf be sent over and through the CJNet and FCIC/NCIC. All messages
shdll be treated as piivileged unless otherwise-indicated. The User should
be-prudént in use of regional and statewide broadcast message requests.
All messages shall use plain English language:in the message.

1.3 COMPLIANCE: The.User shall access FCIC/NCIC and other CJNet
applicafions in strict compliance with applicable CJNet, FCIC, NCIE, ill and
Nlets policies including, buf not limited to; policies, practices and procedures
relating to:

1.3.1 TIMELINESS: FCIC/NCIC records shall be entered, madified,
located, cleared, and eanceled promptly in ordér to-ensure system
aceuracy and effectiveness. |f the User performs FCICINEIC
updales for other agencies, the User:shall comply with timeliness
requirernents. for fhie records entered forthe serviced agencies as
well,

1.3.2 HOT FILE ENTRIES: Iri order:to ﬁéKe:entries_ into the FCIC/NCIC
hot files, thie. User shall have personhel dedicated to maintain a 24-
hour, seven-day @ week FCIG/NCIC operation.

1.3.21 If the User-enters fecords into FCIC/NCIC for anothier
agency, the User shall execute:an interagency: -
agreement with each serviced agency outlining each
agericy's responsibilities.
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FOLE Crinilngl dislice User Agrgsment:

1,34

April 14,2014

1:3.3

1.3.5

1.36

1329  AdultWarrants, Missing Pérsons.and all property records
of the: FCIC Hot File records, entered by state and local
agencies; will b& made available.to the public.on the
Internet via the ECIC_Public Access System_(PAS),
unless explicitly flagged by the User for-exclusion.

QUALITY ASSURANCE: Appropriate-and reasbnable quality

assurance procedures shall be in place, including;second party
verification:during entfy; to ensure all entries in FCIC/NCIC are

complete, accurate, and valid.

VALIDATION:. The User shallvalidate all records:that the User has
entered info the:system for accuracy and retention. Tobein
comipfiafiée witti FCIC/NCIC. nilés, regulations and.operating

.procedures, the:User shall.ensure each record is modified to confirm

the successful validation of each tecofd an file in- FCICINCIE. Failureé
to.modify a recofd to indicate validation may result ivits remoyal from
thefile. The User shall'develop its own written validation procedures
§pecifying the steps taken by the User to compiete record validation.

HIT CONFIRMATION: The User stiall comply with FCIC/INCIC rles,
regulations.and operating procedures by tesponding to the hit
conficmations i a fimely. manner (within tefiinutes or one-hour-
deperniding-on priority).

DISSEMINATION;; Information cbtained from the FCICINCIC hot
files, CJNet:or cofriputer initerfaces to ather state. or federal systems,
by-means of access granted pursuant to Section 943.0525, F.S.,
shall'ofily: be used for the-admiinistration of crimirial justice. '

1.361 Upon receipt of-a public record request for CJl, the User
shalt‘confer with FDLE regarding'the appropriate
fesponse. Itis the fesporisibility of the User ta-ensure
that access to the.CJNet is forauthorized criminal justice
purposes only, and to.regulate proper-access to and use
of the network and information at all times.

1.36:2 The User will disseminate CHRI obtained or derived from
federal fecords of systems only to criminal justice
agencies and only for the administration of criminal
justice. The administration of criminal justice inclides
criminal justice. ernployment screening.

41363  The User, if functioning in the capacity of a pretrial
reléase program of providing CHRI for a pretrial release
program, rmay disserninate F lorida public record
information only, in compliance with Section‘907.043 (3).
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FOLE Criminal Justice User Agreement

Apiil 14,2014

187

1.3.8

E.S., 'which requires“[eJach pretrial release program [to]
prepare a register displaying.information that is relevant
‘fo-the defentiants reéleased thrugh such.a program.”
The au thority.io.di'ssg,minateJnforma‘tinm.for,t‘m;pur.pos.e
shall be restricted fo county probation services offices -
4and those rifninal justice entities providing the-probation
offices with information obtained via the FCIC message
Switch for the administration of eriminal justice.

RETENTION: CHRI which, the User maintains, whtfier retrieved
fromi. Ili ot Florida's-criminal history record sysfem, shall be kept in a
:seguce}_.\_rgQqu“s-eﬁvirdnment:to prevent.unauthorized access.
Retention of CHRI is.governed by:the.retord retention schedule for

law-enforcemenit published by the Florida Depariment of State, GS2.

4.3.71 Retention of crinihal history records, whether reffieved
Tromm il or the state systsm, for exterided periods may.be
- appropriate:when the fime sensitivity of the specific
record is imporfant:

1372  When, In the sound judgment of the User, retention of
criminal history records; whether retrieved from I\ or the.
stdte systern, is fio.Yoriger.regtiired, final disposition. will
be acéomplished in-a secure manner in‘compliance with
state law, FCIC/NCIC and IIf rules, regufations and
‘opérafirig procedures to preclude unauthorized dccess.

1373  Because CHRI maybecome.outdated at any time, a
curént criminal history record check'should be
perfarmed whenever CHRI is used or relied upon by the.
User, Entry:or reténtion of criminal history records ina
separate or tocil databaseé, would be inconsistént with
this ptinciple, and is:therefore.discouraged. The
rétention of criffiinal history records, Whether retrieved
from 11l or the ‘state systern, in a secondary (non-FDLE)
.database is not authorized by law.

CRIMINAL HISTORY TRANSMISSION: Any electronic device that
‘uses wirgless or radie technolegy to transmit voice data may be used
for the tratishiiggion of CHRI ofily wien an officer determiiies theré is

i {mtniediate: rieed for this information to. further an investigation or
there is a situation affecting the safety of an officer-or the-public.
1384  Afacsiniile maéhine may be used td transmit criminal

history information bietween criminal justice agencies,
provided both agenciés have-an NCIC Originating
Agency lderitifier (OR1) and are authorized 16 receive
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FOLE:Crifninal dustice User.Agreement.

criminal history-inforniation. Appropriate measures.shall
be taken to"prevent unauthorized:viewing ai feceipt by
. uinauthorizéd persens

136 TRANSAGTION LOGGING: Eactiinterface agency accessing
FGIC/NCTIC and |l systems: shall ensure that an-automated
fransactiori log is:maintained. The FCIC/NCIC: portiani of this log
shall'be maintained for @ minimum.of twelve months, and the 1l
portion shall be maintaiied fora-minimum of four years.

1394  Auteriated transaction legging is & feature iricloded in the

‘application-software provided by FDLE, and local
agencies are eficouraged to fetain these logs for future
fefereiice. Users-purchasing ordeveloping an interface:
fo FCIC shall ensure transaction Togging is'an included
feature. '

4392 Theautomated transactiori logshall identify; the operator
on all ransactions, the-agericy authorizing all ,
transactions, the requester and s&condary recipient for all
criminal history transsdctions. This informalion can be
captured at log-on and can be:a nanje, badge-number,
serial aumber, or othier unique identifier.

{883  The User may onlydisseminate CHRI to another
authorized recipient.and shall maintaifr a récotd of any
disserninatioh of state or federal eriminal history
information: This:record shall reflegt at a minimum: (1)

. dats of féleaser (2) to-whomdhe information relates; (3
to whiom the information was released; (4) the State
\dentification (SID) and/orthe FBI number(s); (5) tfie
purpose. cade and (B) the reason fot whiich'the.
information was requested.

1.3.10INFORMATION ACCESS: The User shallallow -only properly
 screened (as pet Section: M, paragraph 2:of this User Agreement),
aufhorized personnel performing a criminal justicé function whe have
recaived proper security-awareness trairiing to-have-access to
information contained within the CJNet, 'FCIGINCIC or-other state or
federal-griminal justice infofthation syStefii accessed thraugh the
FCIE message switch, FBI CJIS Wide. Area Network:or internet. The
Yserwilkalso provide assistance to other criminal justice agencies
Aot equipped with ditect FCIC aceess in:comipliance with FCIG/NGIC
‘and lilrules, regulations and-operating procedures; but only to the:
extent:that such-assistance is not othepnisé prohibitéd.
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FDLE Giminal Judlige-Usér. Agrement

{44614  The User shall ensure thatall personnel who initiate a
transaction to the FGIC: message:switch are current in
CJIS cettification.

to initiating a tréngaction o or iequesting information
from FCIC oriother-CiNet application.

1350  Each'individual usershall be properly authieriticated prior

1340:3 The User shall ensure that persons allowed to complete.
CJIS cerification are atileast 18-years of age-and aré
4.8, titizeris:or have a valid immigFatiof status/visa.

13.104 FDLE reserves the rightto deny FCIC, CdNet or related
programis/ systems access fo any individual based oh
valid, articulable eoncems for the security and integrity of
FEIC, CUNet or related programs/ systems..

1311 WORKSTATION: FDLE is hot résponsible for-thé workstation
acquisifion; rainténance,-opetation, repair, supplies or workstation
operation personnel-costs. The User shall immediately nofify the-
FDLE:Custorner:Support Center; should an FCIC/NCIC workstation
or devite, associated with an FCIC/NCIC entry(jes), malfunction or
become inoperable.. All costs assaciated with returaing the
viorkstation to operation, oftier than CJNet costs, shall be the User's
responsibility. FDLE will-assist with executing trauble-shooting
‘pracedures.

14  Interface Operations: For'systems. iplemented:after Degember 31, 2008,
fhe User shall ensure‘that all automated interfaces that programmatically

(i-e., wittigiit Hun "a’n‘?:'iﬁté'rfi‘lé""ﬁo‘n)' ge’ﬁe'raté..tr'aﬁs&ctidﬁﬁ- to ithé' FCIC
‘message switch are restricfed to no.more:than one transaction per.second

per intefface.

AUDITS: Thie User shall pemit-an FDLE appointed inspection team to conduct

inquifies wifh regard to any-allegations-or potentigl security violations, as well as

forroutine dudits.

‘24  FDLE conducts regularly scheduled compliance and technical security

audits:of every agency accessing the CJNet to. epsure network securlty;

.conformity with Stafe law, and coripliance with all applicable FDLE, CJNet,
FCIGINEIC and Wl rules; regulations-and eperating procedures.
Comipliance and-technical seeurity audits may be condicted at other thah
regularly scheduled times.
estabiished in CSP afid the rules, ragulations; and policies ésfablished by
FGIC/NGIC, Iti, FOLE and other CJNet applications: The-User is responsible for

TRAINING: The User is responsible for complyig with training requirements:
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" FDLE:Cdrairial-Jiistich User Agréemient

remaining current in the applicatioris; procediires; and pélicies and ensuring
_personnel aftend these training 'sessions.

.31 .AllUsér peisennel Wwho. access CJl for.the administeation 6f orithinal justice.

: shall complete security awareness training, including but netfimited to
criminaljustice officials, €.g.; Police Chiefs, Shefiffs, Judges, State.
Attorneys; etc.

32 ©Only operators'who have successfully completed CJI 8-eertification shall be-
allowed to have unsupervised access {0 the FCICINCIC. syster. .

' 33 FCIEINCIC operators who are in their initial six tnonths of assigriment rmay
‘be permitted supervised access o £ CICINGIE. Operators shall
successfully complete CJIS certification within six months of appointment or

assignment to duties reguiring direct access fo FCIGINCIC.

34 The Usershall require all personnel who are authorized 1o initiate-a
transactiort to the FCIC. message switch to successfully. complete CJIS
Ceftification. The User agrees. to remove from FCIC/NCIC access any
-employee who fails to achieve required certification standards, whose
ceflification has expired, whose certification is otherwise rescinded or-as
diregted by FDLE.

3.5 The Usershall require all information technology (IT) personnel, including
any vendof or contracted staff-who will in thé colirse of their coritiacted
criminal justice support duities initidte a transaction to the FCIC message
switch, to suécessfully complete CJIS certification.

3.6 The Usershall maintain training records for all personnel with access {6 CJI,
i.e., GJiS cettification and security gwareness training.

3.7 The Usershall.require all IT personnel, inéluding any vendor, responsible
for maintaining/supporiinig any T component-used o process, store or
transmit any unencrypted CJl, to successfully complete and maintain in

currérit:status the CJIS security awareness trairing provided by FDLE.

4, RELOCATION: Should the User desire to relocate the data circuit(s) and/or
eguipriient connected to-CJNet, the User shall provide FDLE written notice 90 days
iy advance of the projected move. All costs associated with fhe relocation of the
equipment-and the data circuit(s), including delays in waork order dates, will be:
tisrhe by the User unless FDLE has funding to make changes-without charge. The:
repair and costof any damages resulting from such relocation will be the User's
responsibility.

44  The Usershallalso provide 80 days advance notice when requesting
additional access fo FCIC. ,
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FDLE Criniinal Justice User Agreement

5. LIABILITY: The User understarids that tfie FDLE, its officers, and employeesshall
not be: liable in-any claim,demand, action, suit,-or proceeding, including, but not
limifed to, any suit i law or in equity, for damages by reason of, or arisirig out of,

.Qanyz_ta'lse*arnesi.pr.imprisgnmentmjanany..ldssrmst,.expje.nsLe;.or_damag.:esM.
resulting: from or arising out of the acts, omissions;-or deffimental reliance of the
personnei of thie User in entering, removing, or relying upon information
transmifited.through GJNet or in the FCIC/NCIC and NLETS information systems.

6. CRIMINAL HISTORY RECORDS: FDLE is authorized to establish a statewidé
biometric identification system and ah intrastate.system Tor the: communication of
information relatingto crimes; criminals and criminal activity.

To support the creation and rﬁainténanceof the cfiminal history files, the Usér, as

appropriate, shall:

61 Provide-foringlusion in griminal historyrecords information systems, adult
and juvenilé criminal fingerprints oh all felony arrests; adult criminal
fingerptints ari all fhisdemeariors and comparable ordinance violation
arrests; and juvenile fingerprints on misdemeanor arrests spgciﬁed at
Séction 943.051, F.S. The submission of other juvenile misdemeanor arrest
fingerprints:is.optional.

6.2 Provide security for CHRI and, systems that process or store CHRI, and
security training for personriel who recéive, handie or have access ta CHRI.

83 Screenall personnel who will have direct access to CHR! and reject for
employment personnel who have violated or appear unwilling or incapable
of abiding by tfie requirements ouflined in this agreement.

6:4 Defer fo FDLE on any determination as to what purposes qualify for criminal
justice versus non-criminal justice-designation, as well as with respect to
other putposes that may be:authorized by law.

6.5 As authorized by Florida Statutes and/for fedéral regulations;, the User may’
share state CHRI. Disseminatioh of information requires compliance withi all
applicable statutes; FGIG/NCIC and lil'rules; regulations and operating
procedures, including logging. Agencies shall maintain the.restfictionon
dissemination applicable to such record information,. including but not limited
%o confidentiality or exemption from Section 11 9.07(1), F.S., as provided by

aw.

6.6 Provide security-and establish policiesto prevent unauthorized access fo or
dissemination of sealed fecords, or unauthorized notification of expunged
recgoids. _

7. As FALCON Is a CJl systern, the U.séris'hgll adhere to all policies regarding
access, useand dissemination ‘of CHRI. The User shall comply with ail training and
other appropriate requirements associated with its. criminal justice status. The
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FDLE Griminal Justice User Agreemetit

User:shall review FALCON subscriptioris o determiing whether the User is-sfill
authorized to receive eriminal history record information on an individual. The User
shall indicaté the-continued authorizing relationship with that individual, i.é., the
-piarsmlfis.,s.t;i,lLemplbye;d,,ﬂqlunte'erjng!;ef;;.,‘or,iszac;unr‘_ent'ly,thesu bject.of
investigation or under supervision by the User. CHR received as a result ofa
FALCON subseription may be disseminated for cririihval justice purpeses, and i
subjeict to the:same legal and policy restrictions dssociated with-CHRI.

SECTION Il SECURITY REQUIREMENTS

1. Thie User shail.comply with the €SP:and the rules, regulations; policies and.
procédures established for CJNet, FCIC/NCIC,: Il and NLETS, which include bt
are hot limited to System Security; Personriel Seciirity, Physical Security, User
Authorization, Technical Security, Dissemination of Information Obtained from the:
Systems, and Destruction of Records. By accepting access as set forth above, the
Useragrees. ta adhiefe:to the following secutity policies in-order to ensure.
continuation of that access:

2. PERSONNEL BACKGROUND SCREENING: Ata minimum, the-Usér shall
conduct a:stafe and hational fingerprint-based racords check on 1) all personnel
who-are authorized to access state:and/or national CJ! data or:systems, 2) IT
persofinél who maintain/support information technology components used to
process, transmit or store unencrypted Cd!, and 3) other personnel, including but
not limited to support personhel, contractors and custodial staff, with unescorted
physicil or logical access to physically secure locations, as defined in the CSP.
and/or IT components used fo process, transmit.or store unencrypted Cdl. The
User i strongly encouraged to streen the applicant by other avaiiable meéns, e.9.,
[6cal coutt.records;, in addition to the fingerprint-based record check.

231 The U.se'rt's:halllsubmit-i.agplicant:'ﬁng‘.e.r,pr,in‘ts of persons described in Section
llI, paragraph 2, for positive comparison against.the state dnd national
criminal histery and for searching of the Hot Files.

2.2  The results of the fingerprint-based record check: shall bé reviewed prior-to

-~ ‘granting access to CJI or cotriponents used to process/store CJI, including

access for [T support. The User may-conduct.a preliminary-on-line criminal
justicé employment check using Purpose code “J” for this. purpose.

221 Ifa record of any kind exists, the User shall conisult the FDLE
Guidelines for CJIS Access and notify the CSO for review. Upon
notificafion from thie User;, the CSO shall review the mafier to
determine if access is appropriate and:officially notify the User in-
writing of the: CSO's decision regarding access.

2.2.2 Once the original background screening has been completed, if the

User learns that.an employee with access to-CJ\, including any
personnel as identified in Section Ifl, paragraph 2, has a criminal
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history or pending charge(s), the User shall consult the FDLE.
Guidelinesfot CJIS Access and notify the CSO.. The €SO shall
réview the facts and ‘circumistarices and nofify the: Usern: writing.
regarding:accasstoiCull.

2.2.3 ‘The Usershall have @ wiitten. policy; for discipline of pérsonnel Who 1)

diccess CJINet-and/or CJi for purposes that are: pot authorized, 2)
disclgse information to unauthorizéd,individuals, or 3) violate
FCIGINCIC or (i rules, regulations oropérating procedires.

23 Asthe CSA for the State of Florida, the FDLE reserves the right to deny
individual user-aceess to-any system-or related program that is used to
prooéss, transmit.or store Cdl based on valid, articulable coicerns. for the
security and integrity of the information and/or related systems:

2.4 The Usershall.ensure the-appropfiate ORI i§ used foi submission6f
applicant fingerpiints. Fingerprints submitted foi"positions associated. with
the: administration.of cRminal justice or as required by the. CSP; shall include
the User's ariminial justice ORL Fingerprints subiritted for any other
positians: not rélated {o the administration:of crimitial justice-or required by

the C5P shall include the: apprapriafe and-approved neni-criminal justice

ORL. :

3. PHYSICAL SECURITY: The User shall identify facilities, areas, rooms, efc. where
CJl is accessed, processed and/or stored td.deterfnine physical security
requirements as ideritified- in the. CSP. The User may désignate.a facility, area,
room, etg., either a physically secure: location or & secured area; as defined in the
CSP, provided the-appropriate: fequirements dre met. Agcess shallbe limited fo.
persons:needing-access for comipletion of raquired duties. The:User shall havea
wriften policy that ensures and implements security mheasiires, secires dévices
that dccéss FCIC/NCICICJUNet and prevernts unauffiorized use of viewing of
inforriation on these devices. The use of password protected screen blanking
software. is: fecommenided for-devices that accedsFCIC/NCIC whén the operator
may leave the computer ursupervised. FDLE reseives tfie fight to.object to-’
equipment location, security measures,. qualifications:and number of personnel
wha will be accessing FCIC/NCIC and to suspend or withfiold service until suich
miatters ate corrected to FDLE's reasonable:satisfaction.

4. ADMINISTRATIVE SECURITY: The User shall designate individual agency
coritatts, as described befow, to assistthe Userand FBLE in ensuring compliance
with this Agreement. Training for these positions.is. provided by FDLE, and the
User shall.ensure that its designet is keenly awaire of the duties and
responsibiities of each of the following positions. FDLE reserves the right to object
to the Users appointment of a TAC, LASO, LAl or-AAA.Based on valid, articulable.
coneenis forthe security and infegrity of FCIC, CJINet or refated
programs/systems. The User-shall provide FDLE with-up-te-date contact
information for these positiofis.
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41 TERMINAL AGENCY COORDINATOR: The User:shall designate a
Tentinal Agericy Eootdinator (TAC) to ensure compliarice with CIG/NCIC
and Il rules; regulations and operating procedures, and fo facilitate

.comifunication between.EDLE arid-the-UserThe TAC.shallmaintain.a.
current CJIS Certification. TACs shall attend TAC training within six 6)
months of being -assigned ‘o.the position, and as often, as required by
FDLE, thereafter.

42 LOCAL AGENCY SECURITY OFFIGER: The User shall designate a Local
Agency Security Officer (LASO] o ensure compliance with the.CSP. Within -
six months of assigniment to the position, the. LASO is encouraged 16
complete-any-appropriate LASO traininig made available by FDLE, including
CJIS security awareness training.

4.3 liaddition to TAC and LASO, thére are:ottier points of contact aiid positions
necessary to:manage applications and facilitate. communication between the
User-and FDLE. These positions.are identified on the Agency CJIS Contact:
Form, which may be found on the CJNet CJIS Resource Center website
pnder CJIS Forms and Publications.

5. MANAGEMENT CONTROL AGREEMENTS: In situations where: data
pracessing/infoermation services, law enforcement dispatch functions or human
resources functions. are provided by:a non-criminal justice:governmental entity, the
Uset shall efiter into-a managemetit control agreersient as réquired by the CSP. in
situations wheré governmental structure or hierarchy does not support.or permit an
agreement between the parties involved, a directive which includés all of the
provisions for a ‘mahagerient.control.agreemient idehtified.in the CSP mvay be
substituted.

6. INTERAGENCY AGREEMENTS: The Uset shall éxectife an Interagency
Agreement with any other criminal justice agency to which criminal justice
information services; are outsourced; including but not.limited to information
techiology rélated functions. The User-shall consult with FDLE to determirie if &

. given, funcfion requires an interagency Agreement.

7. TECHNICAL SECURITY

74 Remole.aceess services to CJI, including, but not limited fo accessto .
FEIG/NCIC and CJNet via the User's Network, will be-permifted provided
the User establishes appropriate sécurity rieasures to ensure compliance
with ll rules, regulations, procedures, and the. CSP.

7.2 All FCIC/NCIC/Il data transmitted over any public network segment-shall be
encrypted as required by the GSP. This requiremént also applies to any
private data circuit thatis shared. with non-criminal justice users and/or is
riot under the direct s&curity control of a criminal justice :agency.
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10.

7.3  The User shall maintain; in current statas, and provide upon reqiest by.
FOLE a cornplete-topological drawing, which depicts the User's network
configurationas conneoted:ta CJNet. As required by the:CSP, this
;dacﬁnﬁ'én‘-‘tatiop.sha'llnelear?ly-in"dit‘;fate-all.network-conhection's',-sewice.
agencies and inferfaces to.other information systems.

7.4 The Usershallensure only autherized criminal justice agencies ar agencies.
autharizéd by FDLE afé petmitted access fo the CJNet via the User's CJNet
connection,

7.5 The User shall ensure all devices with-connegtivity to CJNet employ vifus
proteétion, anti-spam and anti-spyware software and such software shall be
maintained in accordance with the software vendor's published updates.

7.6  CJi, including; but not fimited to information obtained from the FCIC
message switch and CJNet, may only:be attessed via computers or

interface devices owned by the Useror by the contracted entity. Vendors

under eontract with'the User to pérforrh the adriinistration of cririnal justice
may be aliowed fo use theirowh devices for access provided dll
requirements of the FBI'CJIS Security Addendum are satisfied.

7.7  The Uset shall ensure that CINet-only devices have a Windows or rietwork
type password to prevent unauthorized dccess.

7.8- Provided appropriate security precautions are in place; and upon approval
frorm the: FDLE Network Admiinistration staff, the User may employ wireless

network conneciivity {for example the 802.11 wireless networking protogol).

COMPUTER SECURITY INCIDENT RESPONSE CAPABILITY: The User shall
hzie: a written policy documenting the acfions to: be taken in response to a possible
computet security incident. The policy shall include identifying, reporting,
investigating and récovery from compuiter security incidents. Thé User shall
immediately notify the. CSO-of any suspected compromise of'the CJNet.

SECURITY AUTHORITY: .All policies; procedures:and operating instructions
¢ontained.in the CSP-and FCIC/NCIC, Il and NLETS documents, operating
manuals and technical memoranda, are hereby incorporated into and made.a part
of this agreement, except to the extent that they are inconsistent herewith or legally
superseded by higher authority.

CLIENT SCGFTWARE LICENSE: The FCIC Glient Software (eAgent) license from
Diverse Camputing, Incorporated is: focated in the Help: nigiiu of the éAgent dlignt
software, The FCIC Client Software (eAgen) license is made a part of and
incorporated by reference into this User Agreement and shall bé binding an the
Usef upon-acceptance of the software. The:User is allowed up ta one hundred
(100). eAgent Subswitch mnemonics. The User:is not permitted to install eAgent,
as provided by FDLE, on laptaps for use:in.a mobilé environment, including tablets,
netbooks.and ather “handheld” devices. The Usér is: not permitted to.use the
eAgent client software-as. an interface to the FCIC message switch for another
application.
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11. PRIVATE VENDORS: Private vendors which; inder eonitract withi the. User, are

permitted access:to information systems-{hat pracess GJ1, sha Ii:abide by-all
. aspects ofthe FBI GJIS Sepurity Addendym;

414 The contiact betwisen ffie User and the vendar shall incorporate the FBI
CJIS Security-Addendum to ensure-adequate security of CJl.

112 The User shall ensure all vendoremplayees are appropfiately screenéd

prioiito graiiting thesvendor employees.access to.CJl. Vendor:employee
fingerptints sabmitted by'the User to FOLE as requited by the CSP shall be.
taken/iclled/printed by a recognized law efiforce inefit-agencyordn FDLE
approved third party-veridor. NOTE; ‘A vendsrmay mot fingerprint its:own
employees.

11.3 The User shall maintain the' Secirity Addendum Ceftification. formfor ek
metmber of the vendor staff with access fo information. systerris thit
processes:-€il.

114 This Usershall ensufe all vendor.employees with secess-to CJI have,
received the appropriate security awareness:training via. the CJIS Online.
application and are in current status.

115 The User shall énstie private véndors permitted such access are aware of
the provisians of Sgction 8175681, F.S. regarding breach of security of
personal information. )

116 The User shall contact FDLE for review prier to €ntering into a contract.or
agreementwith a private vendari'the course of wiilch state or national [sA)
is processed, stored or transferred from the User's physically secufe

location to-a veridor'owned or operated facility(s) (€.g., cloud services.)

1.7 The User shall maintain and keep current;a list of all vendor employees who
‘have been authofized access 16.CJl.

12. USERNAMES and PAS’SWORDSSTAU.THEN."I"ICNT‘-!ON - The U’s'er shall.ensure that

‘ all.personriel, including 1T support and vendors, whorinitiate a fransaction fo the
ECIC message ‘switch have a separate and distinct usefnariie and: passiord/
suthentication for the softwarelintétfaceused fo initiate the transaction.

12.4 The User shall ensure thatall User-operated inferfaces, including but not
lirvited 16 computer ‘aided dispatch systems, record mariagement systems,
jail managermerit systems: and ‘mablle data systems with the FCIC friiessage
:switch or other systems that contain CJ), follow the password requirements
as outlined in thé CSP. ,

422 Individual users:shall refrain from .snéring passwords -and/or other
authenticators, including but not limited fo smart cards, tokeris, public key
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13.

14,

infrastructure (PKi) certificates, efc., used to access CJl or CJNet related
Systems.

123 {ndividualusers:shall.refrain from Jising.another individual's account.or .-
session for the purpese of accessing €4l orother CJNet applications.

12.4 Individual users shall refrain from caching credentials/passwords for access
to systems/applications used to process or store. CJl.

12:5 Al personnelwith access to any system or application that processes,or
=stor‘eéCJtfou"Tri‘dirite"ﬁa‘hcé ot administration purposés shall be unigquely
identified.

INDIVIDUAL USER ACCESS: The User shall deactivate individoal user access to
eAgent and/or other FCIC iinterfaces, other CJNet applications-and other ,
stateffederal systems containing CJlI, including but:not limited to LEO and/or NDEX,
upon séparation, reassighment of termination of duties, provided individual user

access isno longer required for the adrrgini_str.ation of criminal justice.

OEF SITE STORAGE/PROCESSING OF CJI: The User shall contact and receive
approval from the CSO prior to entering into an agreement with a poneriminal
justice governmental agericy for off-site storage or processing of CJl {ofter
referred to as-cloud computing or cloud services.)

SECTION IV MISCELLANEOUS REQUIREMENTS

FDLE has received funiding frorm the United Staites Departrerit of Jusstice.and is
subject to and must demand intrastate: users.of its criminal histary record services

adhere:to US Code (28 U.S.C. section 534), State Statute (Chapter 943 F.S.)

Code of Federal Regulations (28 C.F.R. Part20), Florida Adrinistrative Code
(Chapter 11C-6, F.A.CY), FEIE/NCIC and {li rules; regulations and operating
procéduiés which this agreement incorporates both preserit and future.
PENALTIES AND LIABILITIES: Any non-compliance with the terms of this

Agreement.coricerning thé usé-and dissemiriation of tritrinal fiistory information

may subject the User's officers or employees fo a fine not to exceed$11,000 as
provided for in the Code of Federal Regulatiens, Title 28, Séction 20.25, and/ot
discontinuance of service. Moreover, certéin offenses against system security and
the information:contained-therein are crimes under Florida Statutes and ¢an result
in ¢rifminal prosecution.

PROVISIONS INCORPORATED: The User shall be bound by applicable federal
and state:laws, federal regulations &nd the rules of FDLE to the:same extent that

the User would be if such provisions were fully set out herein. Moreover, this

Agreerhent incorporates both present and future law, fegulations.and rules.
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4. TERMINATION: Eitiiet party'may terminate this Agreement, with or without cause,.

upon providing advanced written notice of 45 days. ‘Termination for cause
inchides, but is not limited to, any charige ifi the-law that affects either party’s
;ability’;.to..sub.si.arﬁially.’pexfam\;aap.tovid,ed;in“thls..Agregmen‘t....Shguldlhe.
aforementioned circumstances arise, eithier party may terminate-or-ask to modify
the Agreement:accordingly. : -

41 FOLEreserves the right ta terminate service, without notice, upon
presentation of reasonablé and credible evidence that the User is violating.

s

this. Agreement.or any pérfinent federal or state:law, regulation or rule.

5. MODIFICATIONS: Modifications'to the provisions in this Agreemient.shall be valid

only through.execution of a formal. written amendment;

8. ACCOUNTABILITY: To the extent provided bythe laws of Florida, and without
walving any-defenses.or immunities to-which the User may be entitled, the User
agrees fo be responsible for the negligent acts-or omissions:of its personnel-aising
out of or involving any information contained in; received from, éntéered into or
through CJNet, FGIC/NCIC, lll and NLETS.

7.  ACKNOWLEDGEMENT: The User heréby acknowledges the duties and
responsibilities as setout in this Agreement: The User. acknowledges that these
dufies.and responsibiiities have been developed-and approved by FOLE to ensure
the teliability, confidentiality, completeness, and accuracy of all records contained
in' or-obtained by means of the CJNet, including the FCICINGIC System. The User
further ackriowledgés that failure to comiply with'these dutiés and responsibilities
ay subject ifs access to various sancfions as appraved by the FBI Criminal
Justice Information ‘Services Advisory Policy Board. These sarictions may include
termiination of NCIC senvices o the User. The User may appeal these sanctions
through the. CSA.

8. TERM OF AGREEMENT: This agreement will remaiti in force until it is determined

by FOLE that a new agreement js required. The User shouild initiate the execution
of a neW agreerrient when.a change of agency chief executive or official occurs.
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INWITNESS HEREOF, the parties; hereto have caused this agresment to be executed
by the proper officers and officials. '

NAME OF THE USER AGENC)

USER CHIEF EXECUTIVE or OFFICIAL

TITLE _Mayor

(PLEASE PRINT) -

. (SIGNATURE) VKW |

DATE,

wWiTNESS. . TITLE__

TITLE D

(PLEASE PRINT)

fatested Wys
“Deputy Clerk

» .
= ot E sl . " S - ."’ "
PRS- aa W2 aned r;:i
S
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